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Abstract KeY is a tool that providesfacilities for formal speci�cation and
veri�cation of programs within a commercial platform for UML basedsoft-
ware development. Using the KeY tool, formal methods and object-oriented
development techniques are applied in an integrated manner. Formal spec-
i�cation is performed using the Object Constraint Language(OCL), which
is part of the UML standard. KeY provides support for the authoring and

? The research reported here has been partially supported by STINT, Veten-
skapsr�adet, Vinnova, and DFG.



2 Wolfgang Ahrendt et al.

formal analysisof OCL constraints. The target languageof KeY baseddevel-
opment is JAVA CARD , a proper subsetof JAVA for smart card applications
and embedded systems. KeY usesa dynamic logic for JAVA CARD to ex-
pressproof obligations, and provides a state-of-the-art theorem prover for
interactiveand automated veri�cation. Apart from its integration into UML
basedsoftware development, a characteristic feature of KeY is that formal
speci�cation and veri�cation can be intro duced incrementally .

Key words object-oriented design|formal speci�cation|formal veri�-
cation|UML|OCL|design patterns|J AVA

1 In tro duction

KeY is a tool for the development of high quality object-oriented software.
The \KeY" idea behind this tool is to provide facilities for formal speci�ca-
tion and veri�cation of programs within a software development platform
supporting contemporary design and implementation methodologies. The
KeY tool empowersits usersto perform formal speci�cation and veri�cation
as part of software development basedon the Uni�e d Modeling Language
(UML) . To achieve this, the systemis realisedasthe extensionof a commer-
cial UML-based Computer Aided Software Engineering Tool (CASE tool).
As a consequence,speci�cation and veri�cation can be performedwithin the
extended CASE tool itself. Such a deep integration of formal speci�cation
and veri�cation into modern software engineeringconceptsservestwo pur-
poses.First, formal methods and object-oriented development techniques
becomeapplicable in a meaningful combination. Second,formal speci�cation
and veri�cation becomemore accessibleto developerswho are already using
object-oriented designmethodology. Moreover, KeY allows a lightweight us-
ageof the provided formal techniques,asboth, speci�cation and veri�cation,
can be performed at any time, and to any desireddegree.The homepageof
the KeY project is http://www.key-pr oje ct .or g/ .

The target languageof KeY-driv en software development is JAVA . More
speci�cally , the veri�cation facilities of KeY are restricted to code written in
JAVA CARD [69,28]. JAVA CARD is a proper subsetof the JAVA programming
language,excluding certain features (lik e threads, cloning or dynamic class
loading) and with a much reducedAPI. The JAVA CARD language[69] and
platform [70] are provided by Sun Microsystemsto enableJAVA technology
to run on smart cards and other devices with limited memory, such as
embeddedsystems.

UML basedsoftware development puts an emphasison the activit y of
designing the targeted system. It is increasingly acceptedthat the design
stage is very much where one actually has the power to prevent a system
from failing. This suggeststhat formal speci�cation and veri�cation should
(in di�eren t ways) be closelytied to the designphase,to designdocuments,
and to design tools. One way of combining object-oriented designand for-
mal speci�cation is to attach constraints to classdiagrams. An appropriate
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notation for such a purpose is already o�ered by the UML: the standard
[59] includes the Object Constraint Language(OCL) . We brie
y point out
the three major roles of OCL constraints within KeY:

{ The KeY tool supports the creation of constraints. While a user is free
in general to formulate any desired constraint, he or she can also take
advantage of the automatic generationof constraints, a feature which is
realised in the KeY tool by extending the CASE tool's design pattern
instantiation mechanism.

{ The KeY tool supports the formal analysis of constraints. The relations
betweenclassesin the designimply relations betweencorresponding con-
straints, which can be analysedregardlessof any implementation.

{ The KeY tool supports the veri�c ation of implementations with respect
to the constraints. A theorem prover with interactive and automatic
operation modes can check consistencyof JAVA implementations with
the given constraints.

Thesemechanisms,and their interaction with the features already pro-
vided by the underlying CASE tool, will be described in detail in this paper.

The KeY tool realisesfull integration of certain formal techniques into
more widely spread techniques. Nevertheless,the usageof speci�cation or
veri�cation facilities requires additional e�ort and skill, which has to be
motivated. In the software industry, the \residual defect ratio" (the number
of bugs that remain in the shipped product) normally lies between0:5 and
5 defectsper thousand lines of non-commented sourcecode [45]. Whether
this number justi�es to undertake an extra e�ort or not depends on the
damagecausedby system failures. Application areas,where this damageis
known to be particularly high, include: safetycritic al applications (e.g. rail-
way switches), security critic al applications (e.g. accesscontrol, electronic
banking), cost critic al applications (which, for example,run on a large num-
ber of non-administrated devices,such as phone cards), and legally critic al
applications (e.g. falling under digital signature laws).

Such applications are often intended to run on smart cards or similar
devices.Therefore, JAVA CARD as the target languageof the KeY tool, is
highly signi�c ant. At the sametime, the technical restrictions of JAVA CARD

make veri�cation of the full language feasible. We stress that KeY is not
restricted to being used for the development of smart card applications,
becausemany JAVA applications do not usefeaturesexcludedby JAVA CARD .
In general,the KeY tool is particularly valuable, whenever the minimisation
of software defectsis an important issue.

This article is organisedas follows: Sect. 2 describes the general archi-
tecture of the KeY system. Di�eren t scenariosof applying the system are
discussedin Sect.3. In Sect.4 weintro ducean examplethat is usedthrough-
out the rest of this paper. Sect. 5 describes the KeY-speci�c embedding of
formal speci�cations into a UML-based design process.Then, the formal
analysis of the relationship of such speci�cations to each other (Sect. 6),
as well as to a given implementation (Sect. 7), is discussed.Sect. 8 then
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describes how the resulting proof obligations are processedby interactive
and automated theorem proving. After a brief look on implementation is-
sues(Sect. 9), we describe somecasestudiesperformedwith KeY (Sect. 10).
Finally, we summarisethe current state of the KeY project (Sect. 11), and
in Sect.12 draw someconclusions.The paper is an updated, extended,and
completely rewritten version of [2,3].

2 Arc hitecture of the KeY Tool

The KeY systemis built on top of a commercialCASE tool. Integrating our
system into an already existing tool has obvious advantages:

1. All features of the existing tool can be used and do not need to be
reimplemented.

2. Furthermore, the software developer does not have to becomefamiliar
with a new design and development tool. Furthermore the developer
is not required to change tools during development, everything that is
neededis integrated into one tool.

A CASE tool that is well suited for our purposeshas to be easily extensible
and the extensionshave to �t nicely into the tool providing a uniform user
interface. We decided to use Together Control Center from Borland [24],
in the following referred to as TogetherCC. Among all the tools on the
market this oneseemsto be most suitable for our purposes.It has state-of-
the-art development and UML support (including somevery basic support
for textual speci�cations) and can be extended in almost any possibleway
by JAVA modules|T ogetherCC o�ers accessto most of its \in ternals" by
meansof a JAVA open API (seeSect. 9). There is however no fundamental
obstacleto adding the KeY extensionsto other, similar CASE tools. Fig. 1
shows a screenshotof TogetherCC with KeY system extensions.

The architecture of the KeY systemis shown in Fig. 2. In the following,
we brie
y describe the components and the interactions betweenthem:

1. The modelling component (upper part in Fig. 2) consistsof the CASE
tool with extensionsfor formal speci�cation. While the CASE tool al-
ready allows the software model to contain OCL speci�cations, it does
not have any support to create or processthem in a formal way|OCL
speci�cations are just textual annotations and are handled in the same
way ascomments. This is where the extensioncomesinto play. It allows
the user to create,processand prepare the OCL speci�cations (together
with the model and its implementation) which can be later processed
and passedto the deduction component. Manipulating OCL speci�ca-
tions is done by employing external programs and libraries [42,34,32]
as well as using TogetherCC's pattern mechanism to instantiate speci-
�cations from OCL speci�cation templates [12] (seealso Sect. 5). The
CASE tool itself provides all the functionalit y for UML modelling and
project development and is responsible for most of the user interactions
with the project.
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Fig. 1 TogetherCC with KeY system extensions

2. The veri�c ation middleware is the link between the modelling and the
deduction component. It translates the model (UML), the implemen-
tation (JAVA ) and the speci�cation (OCL) into JAVA CARD Dynamic
Logic proof obligations which are passedto the deduction component.
JAVA CARD Dynamic Logic is a program logic used by the KeY prover
(deduction component), seeSect. 7. The veri�cation component is also
responsible for storing and managing proofs during the development
process.

3. The deduction component is usedto construct proofs for JAVA CARD Dy-
namic Logic proof obligations generatedby the veri�cation component.
It is an interactive veri�cation system combined with powerful auto-
mated deduction techniques. All those components are fully integrated
and work on the samedata structures.

All components are implemented in JAVA and fully integrated with To-
getherCC through its open API resulting in a uniform user interface. In
addition, somecomponents of the KeY tool can be used stand alone: the
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Veri�cation Middlew are

automated interactive

Deduction Component

CASE Tool Together CC
extension
for formal
speci�cation

UML OCL Java

Dynamic Logic

Fig. 2 The architecture of the KeY system

OCL to JAVA CARD Dynamic Logic translator and the prover, seeSect. 9.
Uniform implementation in JAVA makesthe KeY tool portable. It shouldalso
be mentioned that all KeY systemextensionscan optionally be switched on
and o� in TogetherCC and thus it is the developer's decision to use them
or not.

3 KeY Tool Application Scenarios

The KeY tool can be used in various scenariosby people who have widely
di�ering skills with formal methods. In the present section we sketch three
main scenariosfor the KeY tool: KeY in the development processof in-
dustrial software without particular demands on security, KeY in the de-
velopment of security critical software, and, �nally , KeY in education and
training. Fig. 3 shows the appropriate level of skill with formal methods for
each environment.

As stated in the intro duction, the aim of the KeY project is the inte-
gration of formal methods into the industrial software development process.
Therefore, the most important target usergroup for the KeY tool are people
who are not experts in formal methods. In many cases,userswill even have
reservations against formal methods.

As a consequence,to reach the goal of the project it is of crucial im-
portance that the KeY tool allows for gradual veri�cation, so that software
engineerson any (including low) experiencelevel with formal methods may
bene�t. In particular, the existenceof full formal speci�cation is not a pre-
requisite to make productive use of the KeY tool. The software engineer
is free to determine the amount of formal methods he or she is willing to
utilise.
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Fig. 3 KeY application environments and corresponding skill levels

The main use of KeY in an industrial environment is not necessarily
full formal veri�cation, but formal modelling. While implementations un-
dergo frequent alterations and warrant formal veri�cation only in excep-
tional cases,speci�cations are much lessprone to changes.The bene�ts of
formal and, hence, unambigous speci�cations, are obvious. Moreover, our
experienceshows that many bugs are contained in speci�cations, and mere
formalisation exhibits many of them [27].

To motivate userswith few skills in formal methods or who have reser-
vations against them, the KeY tool provides automatic support for creating
formal speci�cations in several ways (seeSect. 5). For example, templates
for often-neededOCL constraints are provided which we call KeY idioms.
These KeY idioms can easily be instantiated by the user and the corre-
sponding OCL constraints are then generated automatically. In addition,
instantiating KeY patterns [12,27], extensionsof certain well-known design
patterns, is another possibility to obtain a speci�cation without having to
know OCL syntax. Once an OCL-based formal speci�cation is obtained,
one could even hook up to other theorem provers that support a formal
OCL semantics [26]. Finally, an authoring tool for OCL constraints [42]
o�ers assistancein generating speci�cations and helps to understand OCL
constraints by rendering them automatically in natural language.It is cur-
rently being integrated into the KeY tool. We believe that the user support
provided by the KeY tool can help to overcome reservations against for-
mal methods and, hopefully, increasesthe willingness of developers to give
formal methods a try .

A secondpossible �eld of application for the KeY tool is the develop-
ment (including formal veri�cation) of security critical software [57]. Here,
the high risks that emanate from faulty implementations warrant the ef-
fort of formal veri�cation. An interesting possibility is the provision of a
formally veri�ed reference implementation. We stress that the KeY tool
cannot merely be used for functional veri�cation, but is also very suitable
for formal analysis of security properties [31] (seealso Sect. 10.4).



8 Wolfgang Ahrendt et al.

We do not claim that full formal software veri�cation is possiblewithout
any skills in formal methods, so this application scenariopertains to formal
methods experts. Sincethe KeY tool is an integrated systemwith a uniform
user interface for modelling, speci�cation, implementation, and veri�cation
of software, it can be used for the whole development process.This is an
advantage of the KeY tool over conventional veri�cation tools (for example,
[13,61,60]). Without integration, several tools with typically incompatible
interfaceshave to be deployed to cover all stepsfrom designto veri�cation.

Another advantage of an integrated tool is that it enablese�cien t co-
operation betweendevelopers whoseskills in formal methods di�ers signi�-
cantly (betweennone and high). This is important to make e�cien t useof
thosemembersof a development team that havetraining in formal methods.

The �nal, but no lessimportant, scenariowemention is the useof KeY in
education and training. Its modular architecture allows certain components
to be usedstand-alonewhich is of advantage here.

The deduction component, for example, may be used stand-alone for
teaching interactive theorem proving in �rst-order predicate logic or pro-
gram logic. The authoring tool for OCL constraints and the OCL syntax
checker are predestined to support teaching how to write formal speci�ca-
tions. But also the integrated tool can be usedin a formal methods course.
This hasthe fortunate e�ect to emphasisethat formal software development
can be complementary rather than alien to conventional methods. The KeY
tool has been used successfullyin various coursesat Chalmers University,
University of Karlsruhe, and University of Koblenz since 2002. We plan
to publish a teaching unit for undergraduate level formal methods courses
basedon the KeY tool. The stand-alone components are also suitable for
self-study, in particular, the authoring tool for OCL constraints.

4 Running Example

Throughout the paper we will usea running example,simple enoughto con-
cisely illustrate the KeY conceptsand mechanisms. It consists of a credit
card application, the classdiagram of which is depicted in Fig. 4, in its sim-
plest form. We assumesomefamiliarit y with reading UML classdiagrams.
As a quick intro duction to UML we recommend[35]. The main feature of
the diagram in Fig. 4 is the class BasicCreditCard. In the sequel we of-
ten use the abbreviation BCC for the name of this class. The class o�ers
the operation debit to charge a certain sumto the credit card. Successive
debit s are accumulated in the balance attribute of the classAccount. The
debit operation is only permitted as long as the credit limit bankLine is
not exceeded.Further operations allow to query the attributes bankLine
and account and permissibility of a debit operation. Theseoperations do
not modify the system state and are, therefore, labelled with the UML
stereotype � query� . To make things a little bit more interesting we have
included in the model two subclassesJuniorCard, which will have a stricter
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BasicCreditCard

bankLine:Integer
debit(sum:Integer)
� query�
getBankLine():Integer
� query�
debitPermit(sum:Integer): Boolean
� query�
getAccount():Account

Accoun t

balance:Integer

JuniorCard

juniorBankLine:Integer

debit(sum:Integer)
� query�
debitPermit(sum:Integer):B oole an

Bon usCard

bonus:Integer

debit(sum:Integer)
� query�
bonus(sum:Integer):Integ er
� query�
debitPermit(sum:Integer) :Boolean

0..* 1
account

Fig. 4 A simple credit card scenario

credit limit, and BonusCard, in which the debit operation in addition to its
usual function may increasethe bonus points stored in the bonus attribute
depending on the result of the operation bonus. The Account classis mod-
elled only rudimentary. We do, e.g., not consider the transfer of money to
the account to balance the accumulated debts, let's say, at the end of the
month.

5 Em bedding Formal Speci�cation in to the Design Pro cess

5.1 ProcessModels

In industrial contexts of software development it becamepopular to take
advantage of mainly graphical modelling notations such as the UML. Mod-
elling notations vary in many aspects and are tailored to special purposes.
It turns out that software developers have di�culties in practical applica-
tion of modelling notations even if developers understood what the nota-
tions mean and for which purposesthey should be used. To overcomethis
problem it is seenas best practice to follow certain guidelines according
to which notation should be applied by software developers in each phase
of a project. Such guidelines are known as process models. Most of these
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(for example, Extreme Programming (XP) [14], Rational Uni�ed Process
(RUP) [47], Boehm's spiral model [22]) include the basic phasesof software
development: inception/analysis | design | implementation/test | de-
ployment/main tenance.Modern processmodels tend to cycle through basic
phases(iterativ emodel) and to useat each development stepall information
available from artefacts created in previous development steps. The main
concernof a processmodel is twofold:

1. To increasethe productivit y of the software developer.
2. To improve the quality of delivered software including the documenta-

tion so as to facilitate adaptations in the maintenancephase.

The main goalof the KeY project is the popularisation of formal methods
in the industrial setting of software development. In a �rst step, formali-
sation is imported in the form of more precise models obtained through
usageof the textual OCL. We focus on the application of OCL within class
diagrams and we describe at which stageof a processmodel userscan take
advantage of OCL constraints.

5.2 OCL Constraints in the Domain Model

The result of the inception/analysis phaseis a domain model of the target
system. The domain model ought to give an overview over conceptsiden-
ti�ed and the most important relationships among them. For the sake of

exibilit y and changeability in later phases,the domain model should not
be too detailed. On the other hand, certain properties of domain classes
becomeevident already in the �rst phase.As an example,the classdiagram
in Fig. 4 doesnot contain all the information that we want to be included
in our model. The meaningof a bank (credit) line may be clear to a human
reader, but it is not mirrored in our model so far and thus no analysis tool,
that goesbeyond syntactic checks, could make useof it. It is exactly for the
purposeto expressinformation of this kind that the OCL hasbeenincluded
in UML (see[73] for a quick intro duction and [59] for the current language
speci�cation of OCL). OCL allows to add invariants such as

context BasicCreditCard
in v: self.bankLine >= 0
in v: self.account.bal ance >= -self.bankLine

to the classBasicCreditCard. The intention is that the constraint should be
satis�ed in all system states, where the reserved variable self is implicitly
quanti�ed over all existing objects in the classBasicCreditCard.

Our experiencewith softwaredevelopersworking in an industrial context
showed that they are often well aware of such constraints, which however
are being documented in a rather informal way (if at all) so that no tool
can make useof them [12]. Closer questioning reveals the reason:Software
developers are not usedto formulate constraints in a formal languagesuch
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Fig. 5 Instantiation of KeY idiom AttributeLowerBound

as OCL. The KeY tool o�ers a simple, but powerful mechanism to start
authoring formal constraints in a gentle way. Users can generate formal
constraints without the immediate needto learn speci�c syntax or keywords.

5.3 KeY Idioms

The KeY tool contains a library of prede�ned constraints calledKeY idioms.
Usersmay choosean idiom from the library and instantiate it to the current
target model by setting idiom-speci�c parameters.The desiredconstraint is
then automatically generatedaccording to the context of the target model.

The �rst of the invariants given above for class BasicCreditCard, for
example, can be generated from an idiom. Calling the KeY idiom library
for classBasicCreditCard results in the dialog displayed in Fig. 5. Filling in
the valuesas shown, returns exactly the �rst invariant from above.

Not only invariants, but also pre- and postconditions can be generated
in this way. Theseare attached to operations instead of classes.

The library of idioms is extensible by meansof a simple scripting lan-
guage.Hence,experiencedusers(or the formal methods expert in a devel-
opment team) can write project-speci�c idioms. In addition, the generated
OCL constraints can, of course,be manually changedafterwards. Even the
generation of constraint skeletonsmay be useful in somesituations.
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What the KeY tool doesnot (yet) o�er is a facilit y to \rev erseengineer"
OCL constraints, i.e., to �nd out which idiom a given constraint was gen-
erated from. Reverseengineeringcould provide a correspondencebetween
possibly large and complex OCL constraints and abstract, descriptive, and
more understandable idioms. There are two possibilities to attain similar
goals. First, one may simply change idioms in such a way that suitable
comments (lik e the nameof the current idiom) are generatedin addition to
OCL constraints. The secondpossibility is the usageof an authoring tool for
simultaneousdevelopment of natural languageand OCL constraints [42]. It
is currently being integrated into the KeY tool. With the help of this tool,
the example above is thus rendered in English (German and Swedish are
supported as well):

\The following invariant holds for all BasicCreditCards :
the bankLine of the BasicCreditCard is greater than or equal to
zero."

It is possibleto make the textual rendering (\linearisation") dependent
of the type of an object. For example, one could write \bank line" instead
of \ bankLine " to enhancereadability. While automatic translation from ar-
bitrary natural languagetexts into OCL is unrealistic, the other direction
is feasible. Even if the result is not always stylistically elegant, it is quite
helpful, for example, to have an automatic rendering in English after mak-
ing changesto the OCL. This opens up the possibility of \single source"
technology for informal and formal speci�cations. Without this, we foresee
massivesynchronisation and maintenanceproblemsfor formal speci�cations
of non-trivial size.

KeY idioms help software developers to becomefaster acquainted with
the syntax of a formal language. However, they provide only little help
to decide which invariants and pre-/p ostconditions should be added to a
model. It remains a task for the software developer to characterisethe roles
played by the classesin the domain model and the responsibilities they are
assignedto. The KeY tool, as well as OCL, generally follow the design-by-
contract approach. We refer to [56, Chapter 11] for heuristics to �nd useful
constraints.

5.4 KeY Patterns

In the designphase,the domain model is transformed into a more detailed
model in order to meet new requirements which were intentionally ignored
in the �rst phase.For our running example in Fig. 4, such a requirement
could be to change the kind of a credit card dynamically, e.g. a customer
applies for the bonus program of the bank and hencehis current credit card
of type BasicCreditCard turns into a card of type BonusCard.

The transformation of a sparselystructured domain model into a more
�ne grained and appropriate model during the designphaseis often facili-
tated by the application of designpatterns. In the running example,the new
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requirements are best captured by application of the Decorator [38, page
175 �] pattern. In terms of the Decorator pattern, the type change from
classBasicCreditCard to BonusCard for an object is seenasattaching addi-
tional responsibilities to this object. Technically, this is done by wrapping
it in an object of type CardDecorator. The revisedmodel after applying the
Decorator pattern is displayed in Fig. 6.

� in terface �
CreditCard

debit(sum:Integer)
� query �
getBankLine():Integer
� query �
debitPermit(sum:Integer ):Bo olea n
� query �
getAccount():Account

BasicCreditCard

bankLine:Integer
debit(sum:Integer)
� query �
getBankLine():Integer
� query �
debitPermit(sum:Integer) :Boolea n
� query �
getAccount():Account

CardDecorator

debit(sum:Integer)
� query �
getBankLine():Integer
� query �
debitPermit(sum:Integer ):Bo olea n
� query �
getAccount():Account

Accoun t

balance:Integer

JuniorCard

juniorBankLine:Integer

debit(sum:Integer)
� query �
debitPermit(sum:Integer ):Bo olea n

Bon usCard

bonus:Integer

debit(sum:Integer)
� query �
bonus(sum:Integer):Inte ger
� query �
debitPermit(sum:Integer ):Bo olea n

� concretedecorator�
� concretedecorator�

� decorator�� concretecomponent �

0..*

1

� component �

1

Fig. 6 Credit card diagram with Decorator pattern

The casetool TogetherCCo�ers special support for pattern application.
When applying a pattern in TogetherCC, the user must indicate the roles
of existing classeswithin the applied pattern. For example, the classBas-
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icCreditCard is assignedto role concrete componentand the classBonus-
Card to role concrete decorator . Based on these assignments, Togeth-
erCC automatically generatesfurther classesand even parts of the imple-
mentation according to the pattern de�nition. In the example, the class
CardDecorator and the implementation of its method getBankLine are gen-
erated:

p u b l i c i n t get BankLine( ) f
r et u r n component . get BankLine ( ) ;

g

In the KeY tool, the idea of pattern-application support wasextended.KeY
patterns are basedon the well-known GoF patterns [38], but they contain
constraints written in OCL that formally characterise important aspects
of application scenarios.KeY patterns are instantiated in the sameway as
other patterns in TogetherCC but the user selectsin addition appropriate
textual constraints which are instantiated 1 as well [12].

Like in the caseof KeY idioms, the library of KeY patterns can be ex-
tended by the user. The prede�ned version of the KeY Decorator pattern
supports the generation of formal constraints for rather complex proper-
ties such as \no object of BonusCard has an inner component that has
the type BonusCard". In terms of the Decorator pattern, this meansthat
responsibilities can be attached to an object at most once. Here is a sim-
pler example for a generatedconstraint: a postcondition of the operation
CardDecorator::g etBankLine () to ensure that the implementation and
speci�cation of this operation generatedduring the application of the KeY
pattern match each other:

context CardDecorator::g etBankLi ne() :In te ger
post: result = self.component.ge tBankLi ne( )

The instantiation of KeY patterns facilitates the creation of a speci�-
cation in two ways. As in caseof idioms, the di�culties of using a formal
languagelike OCL are hidden from the user. Even more important, how-
ever, is the support in obtaining a complete speci�cation: KeY patterns
extend well-known GoF patterns for many scenarios.Listing all the pre-
de�ned constraints that are useful in a given context reminds the user of
aspects that might have been forgotten in the speci�cation so far. In some
casesthe constraints attached to a pattern might contradict each other,
so that choosing all of them would result in an inconsistent design. The
KeY tool does not automatically detect such clashesbetween chosencon-
straints. However, it provides possibilities for computer-assistedanalysis of
the resulting constraints (seeSect. 6).

1 The idea of instantiating textual constraints goes back at least to Syntropy
[29] and the technique is used successfully in other contexts. One example is the
proposed language description of UML 2.0 given in [55] where the process of
instantiating constraints is called stamp out mechanism.
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6 Analysing Speci�cations

In this section we look at veri�cation tasks that can be performed on the
speci�cation alone without referenceto a possibleor existing implementa-
tion. This is sometimescalled horizontal veri�c ation. In the �rst subsection
we describe what tasks are currently supported and in the following subsec-
tion we outline how thesetasks are dealt with in the KeY system.

6.1 Proof Obligations

Formal modelling as it is supported by the KeY system is basedon OCL
constraints which allow to characterise precisely the relationship between
classes,attributes, and operations. A very simple examplefor an OCL con-
straint was already given by the invariants in Sect. 5.2. Now, we proceed
on discussingfurther examplesand give an overview to other kinds of con-
straints expressiblein OCL and the most important subtleties of the lan-
guageOCL. All constraints refer to our running example in Fig. 4.

The subclassJuniorCard of BasicCreditCard contains the classattribute
juniorBankLine , i.e., the scope of this attribute is not individual objects
but the whole class.The requirements we want this attribute to ful�l are
described by theseinvariants:

context c:JuniorCard
in v: JuniorCard.junio rBankLi ne >= c.bankLine
in v: c.account.balanc e >= -JuniorCard.junio rBankLi ne
in v: c.bankLine >= 0

For every junior card c the value of its bankLine attribute doesnot exceed
the integer juniorBankLine , it is non-negative, and the account of card c
should not drop below -juniorBankLine .

Note that we take advantage of declaring a local variable c and use it
instead of self , which results in a more readableOCL constraint. Besides
invariants, OCL also allows to add pre- and postconditions to operations.

context c:BasicCreditCar d:: debit (s um:In te ger )
pre: debitPermit(sum)
post: c.account.balanc e = c.account.balanc e@pr e - sum
pre: not debitPermit(sum )
post: c.account.balanc e = c.account.balanc e@pr e
pre: true
post: c.bankLine = c.bankLine@pre

The OCL construct @preis only applicable in postconditions and causesthe
feature it decoratesto refer to its value before the start of the operation. It
is admissible to usethe operation debitPermit in the constraints, because
it has beenspeci�ed as a query in the classdiagram (Fig. 4).
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The OCL languagede�nition is not quite preciseregarding the meaning
of multiple pre-/p ostcondition pairs. We usea constraint with n pre-/p ost-
condition pairs as a convenient shorthand for n constraints with respec-
tiv ely onepair each. Furthermore, multiple pre-/p ostcondition pairs can be
equivalently translated into a constraint with just one postcondition and
precondition true. For the constraint above the following translation could
be used:

context c:BasicCreditCar d:: debit (s um:In te ger )
pre: true
post: c.bankLine = c.bankLine@pre and

if debitPermit@pre(s um)
then c.account.balan ce = c.account.balance @pre - sum
else c.account.balan ce = c.account.balance @pre

The OCL o�ers the prede�ned variable result to refer to the possiblereturn
value of an operation. This is particularly useful for query operations which
are fully speci�ed by �xing their return value.

context c:BasicCreditCar d:: debit Permit( sum:I nt eger) :Bool ean
pre: true
post: result = (c.account.balanc e - sum >= -c.bankLine)

Note that we neednot use the @presu�x for attributes in this statement,
since we know by the query property of debitPermit that pre and post
valuescoincide.

Pre- and postconditions are viewed, as is usual in the design-by-contract
paradigm [56, Chapter 11], as two parts of a contract. If the client calling
an operation makessure that its precondition is satis�ed, then the supplier
of the operation guarantees that it terminates, and upon termination its
postcondition holds.

Once a class diagram is supplemented with OCL invariants, pre- and
postconditions, it is useful to analyse mutual dependenciesamong them.
The simplest requirement, called structural subtyping, is to check whether
the conjunction of all invariants of a subclass implies all invariants of its
superclass.A quick glanceat the above invariants shows that this is true for
the subclassJuniorCard of BasicCreditCard (the invariants of the latter were
given in Sect.5.2). It is frequently assumedthat an invariant of a subclassis
an increment over the invariant of the superclass,i.e. the invariant in force
for the subclassis the stated invariant plus the invariant of the superclass
as an implicit conjunct. In this casestructural subtyping would trivially be
true. However, the incremental reading of invariants doesnot seemto be a
universally accepted,so we o�er support for the more liberal case.

A design methodology might require that operations preserve invari-
ants, i.e., that for every operation op of class C the precondition of op
together with the invariant of C logically implies the invariant in the suc-
cessorstate. If there is more than oneprecondition/p ostcondition pair to an
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operation this implication has, of course, to be proved for every pair. The
operation debit in classBasicCreditCard doesindeedpreserve the invariant
c.account.balanc e >= -bankLine . The computation establishing this is
straightforward and done fully automatically with the KeY tool.

Returning to Fig. 4, the debit operation in subclass BonusCard has
additional functionalit y|it is supposed to increasethe number of bonus
points by bonus(sum) yielding the constraint:

context c:BonusCard::deb it( sum:I nt eger)
pre: debitPermit(sum)
post: c.account.balanc e = c.account.balanc e@pr e - sum and

bonus = bonus@pre+ bonus(sum)
pre: not debitPermit(sum )
post: c.account.balanc e = c.account.balanc e@pr e and

bonus = bonus@pre
pre: true
post: c.bankLine = c.bankLine@pre

This allows us to illustrate another condition required by some design
methodologies, called behavioural subtyping, or sometimesalso the Liskov
principle. It applies when an operation occurs in a class1 with precondition
pre1 and postcondition post1 as well as in a subclassclass2 of class1 with
precondition pre2 and postcondition post2.

Behavioural subtyping requires that the implications pre1 ! pre2 and
post2 ! post1 be logically valid. Theserequirements can be justi�ed when
one acceptsthat the subclassrelation entails: any object of class2 can be
used in any circumstancesthat an object from class1 could be used. It is
a trivial observation that the behavioural subtyping regime holds true for
BasicCreditCard and its subclassBonusCard with respect to the operation
debit . In caseof multiple pre-/p ostcondition pairs it is best to equivalently
translate them into a constraint with just one postcondition and one pre-
condition, as mentioned above.

Both behavioural and structural subtyping, as well as the preservation
of invariants, are supported by the KeY tool.

6.2 Proving Obligations

When the user selects either one of the subtyping tasks or an invariant
preservation task from the KeY extensionmenu within TogetherCC, a ver-
i�cation condition, formalised in dynamic logic, is generatedand passedon
to KeY's deduction system. To this end, the information contained in the
UML class diagram as well as the OCL constraints have to be translated
into dynamic logic.

This translation �xes a particular semantics for UML/OCL. Quite a
number of papers([25,33,36] to namejust a few) have beenpublished doing
the same,�xing a formal semantics by translating UML diagramsinto some
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known formal system. Despite the often voiced needof a precisesemantics
for UML the informal semantics description did not lead to major discrepan-
cies(at least for classdiagramsand not touching issuesof the meta-model).
For OCL the situation was a less satisfactory. Most of the trouble arose
from its meta-model and the integration into the rest of UML. Theseissues
have beenrigorously resolved in the submission[58] for the UML2.0 which
is awaiting approval. Its formal semantics is basedon the PhD thesis [64].

In the following we describe our translation from UML classdiagrams
with OCL constraints into typed dynamic logic by way of example. A full
account can be found in the paper [50]. Summariesof parts of it were pub-
lished as [66,17].

The �rst step in the translation is to �x the vocabulary to be used
on the logical side. This is straight forward: for every class in the UML
model there will be a type in the logic, built-in OCL typesare mapped onto
corresponding abstract data types. Attributes, associations and query op-
erations are mapped into functions in the obvious manner. Classattributes
(e.g., juniorBankLine ) turn into constants. We glossover somedetails like
naming and disambiguating conventions, except for the remark that unla-
belledassociation endsget by default the nameof the classthey areattached
to (e.g.,bcc: Account ! SetBCC ). A selectionof the vocabulary for the class
diagram in Fig. 4 is shown in Fig. 7. The secondinvariant in Sect.5.2 reads
in logic as follows:

8x :BCC : (x:account:balance � � x:bankLine)

We decided to stick also on the logical side with the dot notation as op-
posedto the traditional notation using brackets, in which the above formula
would read 8x :BCC : (balance(account(x)) � � bankLine(x)). This way it
is possibleto keeptrack of OCL constraints even when using the interactive
theorem prover, seeFig. 8. To establish the structural subtyping property
for the subclassJuniorCard of BasicCreditCard the following formula has
to be proved to be a tautology:

8c:JuniorCard: ((juniorBankLine � c:bankLine ^
c:account:balance � � juniorBankLine ^
c:bankLine � 0)

!
(c:bankLine � 0 ^
c:account:balance � � c:bankLine))

Let us look at a new invariant for the classAccount in Fig. 4:

context a:Account
in v: a.bcc->select(c| c.bankLine > 1000)->size <= 10

The same account may be used by di�eren t credit cards. The constraint
says that at most 10 credit cardswith credit limit exceeding1000can share
the sameaccount. Its translation into �rst-order logic reads

8a:Account: (a:bcc:select E :size � 10)
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T yp es:

category names

model types BCC , JuniorCar d, BonusCard, Account
OCL basic types Integer, Boolean,. . .

OCL collection types SetBCC , SequenceInte ger ,. . .

Functions :
name signature

bankLine BCC ! Integer
balance Account ! Integer
bonus BonusCard ! Integer

juniorBankLine Integer
account BCC ! Account

bcc Account ! SetBCC

debitPermit BCC � Integer ! B oolean
...

Fig. 7 Vocabulary for the simple credit card scenario in Fig. 4

selectE : SetBCC ! SetBCC is a new function symbol depending on the
expressionE = select (c j c:bankLine > 1000). If we use; (of type SetBCC )
and insert (of type BCC � SetBCC ! SetBCC ) as the constructors of the
abstract data type SetBCC then the de�nition of select E reads

; :selectE = ;
c:bankLine > 1000! c:insert (s):select E = c:insert (s:select E )
c:bankLine � 1000! c:insert (s):select E = s:selectE

All theseformulas are passedon to the deduction system.The translation of
the @preconstruct requiresmore than �rst-order logic and will be explained
in Sect. 7.3.

7 Verifying Correctness of Implemen tations

Besidessupporting the analysisof a speci�cation, KeY provides functional-
it y for checking the correctnessof a JAVA implementation with respect to a
given UML/OCL speci�cation.

In particular, KeY allows (1) to prove that after running a method, the
method's post-condition holds, and (2) to prove that a method preservesa
class invariant (program correctnessrequires that all public methods pre-
serve all invariants).

7.1 Dynamic Logic

We usean instanceof dynamic logic (DL) [43,44,52,62]|whic h can be seen
asan extensionof Hoare logic|as the logical basisof the KeY system'ssoft-
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wareveri�cation component. Deduction in DL is basedon symbolic program
execution and simple program transformations and is, thus, closeto a pro-
grammer's understanding of JAVA . DL is used in the software veri�cation
systemsKIV [13] and VSE [46] for (arti�cial) imperative programming lan-
guages.More recently , the KIV system supports also a fragment of the
JAVA language[68]. In both systems,DL was successfullyapplied to verify
software systemsof considerablesize.

DL can be seenasa modal logic with a modalit y hpi for every program p
(we allow p to be any sequenceof legal JAVA CARD statements); hpi refers
to the successorworlds (called states in the DL framework) that are reach-
able by running the program p. In standard DL there can be several such
states (worlds) becausethe programs can be non-deterministic; but here,
sinceJAVA programs are deterministic, there is exactly one such world (if p
terminates) or there is no such world (if p doesnot terminate). The formula
hpi � expressesthat the program p terminates in a state in which � holds.
A formula � ! hpi  is valid if for every state s satisfying pre-condition � a
run of the program p starting in s terminates, and in the terminating state
the post-condition  holds.

Thus, the formula � ! hpi  is similar to the Hoare triple f � gpf  g. But
in contrast to Hoare logic, the set of formulas of DL is closed under the
usual logical operators: In Hoare logic, the formulas � and  are pure �rst-
order formulas, whereasin DL they can contain programs. DL allows to
involve programs in the descriptions � resp.  of states. For example,using
a program, it is easyto specify that a data structure is not cyclic, which is
impossible in pure �rst-order logic. Also, all JAVA constructs are available
in our DL for the description of states (including while loopsand recursion).
It is, therefore, not necessaryto de�ne an abstract data type state and to
represent states as terms of that type; instead DL formulas can be usedto
give a (partial) description of states, which is a more 
exible technique and
allows to concentrate on the relevant properties of a state.

7.2 Syntax of JAVA CARD DL

As said above, a dynamic logic is constructed by extending some non-
dynamic logic with a modal operator h�i. In addition, we use the dual op-
erator [�], for which [p]� � :h pi: � . The non-dynamic baselogic of our DL
is typed �rst-order predicate logic. We do not describe in detail what the
typesof our logic are (basically they are identical to the JAVA types)nor how
exactly terms and formulas are built. The de�nitions can be found in [15].
Note that terms (which we often call \logical terms" in the following) are
di�eren t from JAVA expressions;the former never have side e�ects.

In order to reducethe complexity of the programsoccurring in formulas,
we intro ducethe notion of a program context. The context can consistof any
JAVA CARD program, i.e., it is a sequenceof classand interface de�nitions.
Syntax and semantics of JAVA CARD DL formulas are then de�ned with
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respect to a given context; and the programs in JAVA CARD DL formulas
are assumednot to contain classde�nitions.

The programs in JAVA CARD DL formulas are basically executablestate-
ments of JAVA CARD code. The veri�cation of a given program can be
thought of as symbolic code execution. As will be detailed below, each rule
of the calculus for JAVA CARD DL speci�es how to executeone particular
JAVA statement, possibly with additional restrictions. When a loop or a re-
cursive method call is encountered, it is necessaryto perform induction over
a suitable data structure.

Given that we follow the symbolic execution paradigm for veri�cation,
it is evident that a certain amount of runtime infrastructure must be repre-
sented in JAVA CARD DL. It would be possible,but clumsy and ine�cien t,
to achieve this by purely logical means.Therefore, we intro duced an addi-
tional construct for handling of method calls that is not available in plain
JAVA CARD . Methods are invoked by syntactically replacing the call by the
method's implementation. To handle the return statement in the right way,
it is necessary(a) to record the object �eld or variable x that the result
is to be assignedto, and (b) to mark the boundaries of the implemen-
tation body when it is substituted for the method call. For that purpose,
we allow statements of the form method-frame(x)f bodyg to occur in JAVA

CARD DL programs. Note, that this is a \harmless" extension becausethe
additional construct is only usedfor proof purposesand never occurs in the
veri�ed JAVA CARD programs.

7.3 Proof Obligations

Let us now turn to the translation of OCL constraints into JAVA CARD DL
proof obligations. To prove that a method m(arg1,. . . ,argn ) of classC satis-
�es a pre-/p ost-condition pair, the OCL conditions are �rst translated into
�rst-order formulas pre(self ; arg1; : : : ; argn ) and post(self; arg1; : : : ; argn ),
respectively (as described in Sect. 6). From theseformulas, KeY constructs
the JAVA CARD DL proof obligation

pre(self; arg1; : : : ; argn ) !
hself.m(arg1,. . . ,argn );i post(self; arg1; : : : ; argn ) ;

wherenow selfand arg1; : : : ; argn areprogram variables,which are implicitly
universally quanti�ed w.r.t. their initial value.

For example, the �rst pre-/p ostcondition pair for the debit operation
from Section 6 is transformed into

c:debitPermit (sum) = TRUE !
hc.debit(sum);i (c:account:balance = c:account:balance@pre � sum) :

The call to the operation debit is translated into the JAVA CARD DL
program \ c.debit(sum);" that appears within angle brackets in the above
formula. Furthermore balance@pre is a new function symbol with the same
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signature asbalance. There are several possibilities to ensurethat the func-
tion balance@pre hasthe intendedsemantics, see[10] for a detailed account.
The simplest way is by adding a de�nition of balance@pre to the above for-
mula:

8x :Account: x:balance@pre = x:balance ^
(c:debitPermit (sum) = TRUE !

hc.debit(sum);i (c:account:balance = c:account:balance@pre � sum)) :

Similarly, to prove that a method m(arg1,. . . ,argn ) preservesan invari-
ant, the proof obligation

(inv (self) ^ pre(self; arg1; : : : ; argn )) !
hself.m(arg1,. . . ,argn );i inv (self)

is constructed, where inv (self) is the �rst-order translation of the invariant.

7.4 Deductive Calculus for Proving Obligations

As usual for deductive program veri�cation, we use a sequent-style calcu-
lus. A sequent is of the form � ` � , where � ; � are duplicate-free lists
of formulas. Intuitiv ely, its semantics is the same as that of the formulaV

� !
W

� .
Rules of a sequent calculus are often represented by rule schemata, such

as the examplerules in the rest of this section. In the KeY system,rules are
implemented using the taclet mechanism (seeSect. 8.1).

A proof for a goal (a sequent) S is an upside-down tree with root S. In
practice, rules are applied from bottom to top. That is, proof construction
starts with the initial proof obligation at the bottom and endswith axioms
(rules with an empty premiss tuple).

Since our JAVA CARD DL calculus contains (at least) one rule for each
JAVA CARD programming construct (there are about 250 rules for handling
the JAVA part of the logic), we cannot present all rules in this paper. Instead
we describe someimportant ones,which are exemplary for their respective
classof rules.

7.4.1 The Active Statementin a Program The rules of our calculusoperate
on the �rst active command p of a program � p! . The non-active pre�x �
consistsof an arbitrary sequenceof opening braces\ f ", labels, beginnings
\ tryf " of try-catch-�nally blocks, and beginnings \ method-frame(: : :)f " of
method invocation blocks. The pre�x is neededto keeptrack of the blocks
that the (�rst) active command is part of, such that the abruptly termi-
nating statements throw, return, break, and continuecan be handled appro-
priately.2 The post�x ! denotesthe \rest" of the program, i.e., everything

2 In DL versions for simple arti�cial programming languages,where no pre�xes
are needed, any formula of the form hpqi � can be replaced by hpihqi � . In our
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except the non-active pre�x and the part of the program the rule operates
on. For example, if a rule is applied to the following JAVA block operating
on its �rst active command \ i=0; ", then the non-active pre�x � and the
\rest" ! are the indicated parts of the block:

l:f tryf
| {z }

�

i=0; j=0; g �nally f k=0; gg
| {z }

!

7.4.2 The Assignment Rule and Handling State Updates In JAVA (lik e in
other object-oriented programming languages), di�eren t object variables
can refer to the sameobject. This phenomenon,called aliasing, causesseri-
ousdi�culties for handling of assignments in a calculus for JAVA CARD DL.

For example, whether or not a formula \ o1.a= 1" still holds after the
(symbolic) execution of the assignment \ o2.a= 2;", dependson whether or
not o1 and o2 refer to the sameobject.

Therefore,JAVA assignments cannot be symbolically executedby syntac-
tic substitution. Solving this problem naively|b y doing a casesplit if the
e�ect of an assignment is unclear|is ine�cien t and leadsto heavy branch-
ing of the proof tree.

In our JAVA CARD DL calculus we use a di�eren t solution. It is based
on the notion of updates. These(state) updates are of the form hloc := vali
and can be put in front of any formula. The semantics of hloc := vali � is
the sameas that of hloc = val;i � . The di�erence between an update and
an assignment is syntactical. The expressionsloc and val must be simple in
the following sense:loc is (a) a program variable var, or (b) a �eld access
obj.attr, or (c) an array accessarr[i]; and val is a logical term (that is free
of side e�ects). More complex expressionsare not allowed in updates.

The syntactical simplicit y of loc and val has semantical consequences.
In particular, computing the value of val has no side e�ects. The KeY sys-
tem usesspecial simpli�cation rules to compute the result of applying an
update to logical terms and formulas not containing programs. Computing
the e�ect of an update to a program p (and a formula hpi � ) is delayed until
p has been symbolically executed using other rules of the calculus. Thus,
casedistinctions are not only delayed but they can often be avoided com-
pletely, because(a) updatescan be simpli�ed before their e�ect is computed
and (b) their e�ect is computed when a maximal amount of information is
available (namely after the symbolic execution of the program).

The assignment rule now takes the following form (U stands for an ar-
bitrary sequenceof updates):

� ` Uhloc := valih� ! i �
� ` Uh� loc = val; ! i �

(R1)

calculus, splitting of h� pq! i � into h� pihq! i � is not possible(unless the pre�x � is
empty) because� p is not a valid program; and the formula h� p! ih� q! i � cannot
be used either becauseits semantics is in general di�eren t from that of h� pq! i � .
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That is, it just adds the assignment to the list of updates U. Of course,this
doesnot solve the problem of computing the e�ect of the assignment. This
problem is postponed and solved by rules for simplifying updates.

This assignment rule can, of course,only be usedif the expressionval is
a logical term. Otherwise, other rules have to be applied �rst to evaluate val
(as that evaluation may have side e�ects). For example, theserules replace
the formula hx = ++i; i � with hi = i+1; x = i;i � . One can view theserules
ason-the-
y program transformations. Their e�ect is always local and fairly
obvious, so that the user's understanding of the proof is not obfuscated.

7.4.3 The Rule for if-else As a �rst examplefor a rule with more than one
premiss,we present the rule for the if statement.

� ; U(b = TRUE) ` Uh� p ! i � � ; U(b = FALSE) ` Uh� q ! i �
� ` Uh� if(b) p elseq ! i �

(R2)

The two premissesof this rule correspond to the two casesof the if
statement. The semantics of rules is that, if all the premissesare true in a
state, then the conclusionis true in that state. In particular, if the premisses
are valid, then the conclusion is valid.

As the if rule demonstrates,applying a rule (from bottom to top) cor-
responds to a symbolic execution of the program to be veri�ed.

7.4.4 The Rule for while Loops The following rule \un winds" while loops.
Its application is the prerequisite for symbolically executing the loop body.
These \un wind" rules allow to handle while loops if used together with
induction schemata for primitiv e and user de�ned data types.

� ` (h� if(c)l0:f l00:f p0g l1:� � � ln :while(c)f pgg ! i � )

� ` (h� l1:� � � ln :while(c)f pg ! i � )
(R3)

where

{ l0 and l00are new labels,
{ p0 is the result of (simultaneously) replacing in p

(a) every break l i (for 1 � i � n) and every break (with no label) that
has the while loop as its target by break l 0, and

(b) every continuel i (for 1 � i � n) and every continue (with no label)
that has the while loop as its target by break l 00.3

The list \ l1:� � � ln :" usually is empty or hasonly oneelement, but in general
a loop can have more than one label.

3 The target of a break or continue statement with no label is the loop that
immediately enclosesit.
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In the \un wound" instance p0 of the loop body p, the label l0 is the
new target for breakstatements and l 00is the new target for continuestate-
ments, which both had the while loop as target before. This results in the
desiredbehaviour: breakabruptly terminates the whole loop, while continue
abruptly terminates the current instance of the loop body.

A continue with or without label is never handled by a rule directly,
becauseit can only occur in loops, where it is always transformed into a
break by the loop rules.

7.4.5 The Rules for try/thr ow The following rules allow to handle try-
catch-�nally blocks and the throw statement. These are simpli�ed versions
of the actual rules that apply to the casewhere there is exactly one catch
clauseand one �nally clause.

� ` instanceof (exc;T) � ` (h� tryf e= exc; qg �nally f r g ! i �

� ` (h� tryf throw exc; pg catch(T e)f qg �nally f r g ! i � )
(R4)

� ` : instanceof (exc;T) � ` (h� r ; throw exc; ! i � )

� ` (h� tryf throw exc; pg catch(T e)f qg �nally f r g ! i � )
(R5)

The predicate instanceof (exc;T) has the samesemantics as the instanceof
operator in JAVA . It evaluates to true if the value of exc is assignableto a
program variable of type T, i.e., if its dynamic type is a sub-type of T .

Rule (R4) applies if an exception exc is thrown that is an instance of
exception classT, i.e., the exception is caught; otherwise, if the exception
is not caught, rule (R5) applies.

8 In teractiv e and Automated Pro of Construction

8.1 Taclets

Most existing interactive theorem provers are \tactical theorem provers".
The tactics for which thesesystemsare named are programs which act on
the proof tree, mostly by many applications of primitiv e rules, of which
there is a small, �xed set. The user constructs the proof by selecting the
tactics to run. Writing a new tactic for a certain purpose,e.g. to support a
new data type theory requires expert knowledgeof the theorem prover.

In the KeY prover, both tactics and primitiv e rules are replacedby the
taclet concept [16,41]. A taclet combines the logical content of a sequent
calculus rule with pragmatic information that indicates when and for what
it should be used.In contrast to the usual �xed set of primitiv e rules, taclets
can easily be added to the system. They are formulated as simple pattern
matching and replacement schemas. For instance, a typical taclet might
read as follows:

�nd (b � > c == > ) if (b == > ) replacewith(c == > ) heuristics(simplify)
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This meansthat an implication b � > c on the left side of a sequent may be
replacedby c, if the formula b also appearson the left side of that sequent.
Apart from this \logical" content, the keyword �nd indicates that the taclet
will be attached to the implication and not to the formula b for interactive
selection,seeSect.8.3. The clauseheuristics(simplify)indicates that this rule
should be part of the heuristic named simplify, meaning that it should be
applied automatically whenever possible if that heuristic is activated, see
Sect. 8.4.

While taclets can be more complex than the typically minimalistic prim-
itiv e rules of tactical theorem provers, they do not constitute a tactical
programming language.There are no conditional statements, no procedure
calls and no loop constructs. This makes taclets easier to understand and
easierto formulate than tactics. In conjunction with an appropriate mecha-
nism for application of heuristics, they are neverthelesspowerful enoughto
permit interactive theorem proving in a convenient and e�cien t way [41].

In principle, nothing prevents one from formulating a taclet that repre-
sents an unsoundproof step. It is possible,however, to generatea �rst-order
proof obligation from a taclet, at least for taclets not involving programs.
If that formula can be proven using a restricted set of \primitiv e" taclets,
then the new taclet is guaranteed to be a correct derived rule. As for the
primitiv e taclets for handling JAVA programs in JAVA CARD DL, it is pos-
sible to show their correctnessusing the Isabelle formalisation of JAVA by
Oheimb [71,72].

8.2 Proof Visualisation

The KeY prover window (seeFig. 8) consistsof two panes,the left of which
hasthree tabs. The tab called Proof contains a tree representing the current
proof state. The nodesof the tree correspond to sequents (goals) at di�eren t
proof stages.One can click on any node to seethe corresponding sequent
and the rule that was applied on it in the following proof step (except
when the node is a leaf). Leaf nodes in open proof branches are coloured
red, whereasleavesof closedbranches are coloured green. The tab named
Goals lists the open proof goals. By clicking on any goal, one can change
the active goal that is displayed in the right pane. When an active goal is
open, onecan work towards its closureby applying proof rules interactively
or by activating automated proof search. The KeY prover allows the user
to work on several proof obligations simultaneously. The third tab, named
Proof obligations, keepstrack of all currently open proofs and lets the user
switch betweenthem. For more information on the user interfaceof the KeY
prover, seealso [40].

8.3 Support for Interactive Proof Construction

Depending on where the mousepointer is moved, one sub-formula or sub-
term of the goal, the focus term, is highlighted (for example, in Fig. 8, the
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Fig. 8 The KeY prover window

diamond operator and the program it contains is the focus term). More
precisely, a term is put into focus by pointing at its top-level symbol. Then,
pressing the left mouse button displays a list of all proof rules currently
applicable to the focus term (in the example, only the method call rule
is applicable). One of these can be selectedand applied interactively, thus
generating a new proof goal.

8.4 Automated Proof Search

Automated proof search is performed by applying \heuristics" which can
be seenas a collection of rules suited for a certain task. For example, the
heuristic simplify booleancontains rules to simplify booleanexpressions.The
user can activate and de-activate heuristics depending on the state of the
proof and goalheor shewants to tackle next. And the automatic application
of heuristicscaneasilybeswitchedon and o� during proof construction. The
prover can automatically �nd quanti�er instantiations in a way similar to
free variable tableaux. Backtracking in the proof search is avoided through
the incremental closuretechnique of [39].

9 Implemen tation Issues

From the user perspective, the KeY tool is an extension of the commercial
casetool TogetherCC.The open API of TogetherCCallows the KeY tool to
add items to the CASE tool's contextual menus for classes,methods, etc.
The API also makes it possibleto modify the currently open UML model,
for instance, during pattern instantiation (seeSect. 5).
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9.1 Used Technology

The KeY tool is implemented in the JAVA programming language. This
choice has several advantages,besidesthe obvious one of portabilit y. Using
the JAVA languagemakesit easyto link the KeY tool to TogetherCC,which
is also written in JAVA . More generally, JAVA is well suited for interaction
with other tools, written in JAVA or not. In particular, the imperativenature
of the languageleads to a comparatively natural native code interface, in
contrast to the logic or functional programming languagesoften preferred
for deduction purposes.

JAVA was also a good choice for

   Java   

OCL

Together CC
UML view

XMI

Dresden
OCL parser

KeY prover

Recoder

taclet base

KeY OCL-to-DL
translator

proof
obligations

KeY Java
datastructures

Proofs

KeY patterns
and idioms

OCL template
instantiator

OCL templates
for KeY patterns

Fig. 9 Infrastructure of the KeY tool

the construction of the graphical user
interface, which is an important as-
pect of the KeY tool. Finally, pre-
vious experiments with both interac-
tiv e [41] and automated [39] theorem
proving have shown that the advan-
tagesof JAVA outweigh the additional
e�ort for the implementation of term
data structures, uni�cation, etc.

A simple form of parametric gene-
ricit y is used in the implementation.
For instance, instead of the usual in-
terfaces Set and List , there are in-
terfacesListOfInteger , SetOfTerm,
etc.; they aresemi-automatically gen-
eratedfrom templates.This approach
leadsto a certain \co de bloat", but it
improvesreadability and type safety.

Apart from TogetherCC, the KeY
tool makesuseof various third party
software. Parsersare generatedusing
ANTLR [5] and JavaCC [48].The Re-
coder [63] framework is usedfor read-
ing and analysingJAVA programs.We
use the Dresden OCL parser [34,32]
for parsing and type-checking OCL
constraints. Finally, the JUnit frame-
work [49] was used for unit testing
during development.

9.2 Structure of the Implementation

Fig. 9 shows the infrastructure of the KeY tool on the implementation level.
The entities shown ascylinders represent external �les, while the rectangular
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onesare programs. The parts rendered with thick lines and bold type are
provided by the KeY project.

The mechanism for instantiating KeY patterns and idioms as described
in Sect. 5, is an extension of the pattern instantiation provided by To-
getherCC. Patterns are represented as JAVA programs which construct the
required classes,associations, etc., using the TogetherCC API. For KeY
patterns, generatedentities are annotated with OCL constraints. Theseare
generatedfrom OCL template �les [12] belonging to each pattern.

Complying with TogetherCC'ssinglesourcephilosophy, OCL constraints
are stored as comments in the user's JAVA �les.

For syntax and type checking, as well as transformation to dynamic
logic, we usethe DresdenOCL parser. Type checking requires information
about the UML model, which is exported from TogetherCC in XMI format
(part of UML standard).

As a consequenceof the single source philosophy, the UML model of
TogetherCCcorrespondsone-to-oneto the structure of the JAVA implemen-
tation.

Alternativ ely, the model information required by the OCL parsercan be
extracted without referenceto the XMI facilit y from the JAVA code, using
Recoder. Additional information on UML model, for example,associations,
is obtained using the TogetherCC API.

When the KeY prover is usedto reasonabout JAVA programs, theseare
parsedusing the Recoder system.Recoder is alsousedto resolve references,
that is, to determine the variable declaration, method declaration, etc., each
identi�er is referring to.

For the actual proof, di�eren t data structures are used,as explained in
the following section. Proof obligations are typically generatedfrom OCL
constraints. Theseare translated into dynamic logic formulas (seeSect.6.2)
from the data structures provided by the DresdenOCL parser.

9.3 Implementation of the Theorem Prover

The KeY prover permits automated and interactive construction of proofs
for JAVA CARD DL formulas. The central data structure is the proof tree. Its
nodescontain sequents, and it is extendedby applying rules of the sequent
calculus for JAVA CARD DL. In a typical rule application of the sequent
calculus, most of the sequent is not changed.To reducememory consump-
tion, data structures must be used which allow formula representations to
be shared among goals and even among branchesof the proof tree. More-
over, rule applications usually a�ect only a small part of the formulas and
programs they act upon, sosharing of sub-formulas should alsobe possible.
Sharing implies the useof non-destructive or persistent tree data structures
for terms, formulas and programs. Such data structures are ubiquitous in
functional and logic programming, but unusual in OO programming. The
shared representation of JAVA programs is achieved using a hierarchy of
about 250 classes,which are derived from the Recoder data structures.
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Foundations Security Safety

JAVA Collections
Framework

PAM authenti�cation EAST-EEA/V olvo

JAVA CARD API SecureInformation Flow
Speed Restrictions

for Trains
Demoney - Electronic Cash Command Parser

Table 1 Completed and ongoing KeY casestudies

All proof rules, including thosefor the automated simpli�cation of goals,
are encoded as taclets, seeSect. 8.1 and [16]. Taclets are described by tex-
tual representations which are collected in an external �le and processed
at prover start-up time. There are no \built-in" rules in the KeY prover.
Taclets consist of a matching part and an action part. For interactive use,
the userspeci�es a formula or term in the sequent, wherea taclet should be
applied. This requires �nding taclets which match a speci�c position in the
sequent. For automated (heuristic) use, taclets which match anywhere in a
sequent are automatically selected.Now matching is a potentially expen-
sive operation, and there is a large number of taclets for the many di�eren t
JAVA constructs and also for various abstract data types. To speed up the
processof �nding applicable taclets, theseare kept in an indexing structure
which permits fast accessto a subsetof potentially matching taclets. Typ-
ically the top-most predicate or function symbol is used to �nd applicable
taclets, in the caseof formulas containing programs, the type of the �rst
statement is used. Seealso [16] for details on the implementation of the
taclet mechanism.

9.4 Stand-aloneVersions

In general, the KeY tool is designed to be used together with a CASE
tool. It was however recognisedthat parts of the system might be useful
independently . It is thus possible to invoke the OCL-to-DL translation of
Sect.6.2separately, if the UML model is given in XMI format. Furthermore,
it is possibleto use the KeY prover without a CASE tool. The stand-alone
prover parsesDL proof obligations from �les.

10 Case Studies

In this section we discusssome casestudies that have been used to test
the viabilit y of the theoretical approach of KeY and the implementation of
the KeY tool. The casestudies can be roughly divided into three categories
dependant whether they are concernedwith fundamental, security or safety
aspects.Table1 givesan overviewof the ongoingand completedcasestudies.

In the remainder of this section we will brie
y summariseeach of these
studies and point out their main goal.
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10.1 The JAVA Collections Framework

The JAVA Collection Framework (JCF) provides an application program-
ming interface (API) plus reference implementation for lists, sets, trees,
and related data structures. Many data structures found in JAVA programs
are realisedvia the JCF, hence,it is obvious why they are of main interest
for KeY.

In this case study the informal API documentation of the JCF was
formalised in terms of UML/OCL. We investigated then how to re�ne this
quite abstract speci�cation in a way that it can be used to verify the JCF
referenceimplementation with KeY. Such an approach is coherent with the
way of developing software by initially creating a model on an abstract
level, which is then stepwise re�ned to the implementational level. On that
level, a one-to-onerelationship betweenUML and JAVA classesexists. This
re�nement processis visualised in Fig. 10.

UML Model n OCL Constraints n DL formulas n

UML Model n+1 OCL Constraints n+1 DL formulas n+1

Refined formulas n

Show implication

Fig. 10 Schema of a typical re�nement step

Usually one wants to assurethat (OCL) constraints of re�nement level
n + 1 satisfy the constraints of level n. But the constraints of level n do
not pertain to the possibly changed(usually: enlarged) name spaceof level
n + 1. Thus, the changesin the model from level n to level n + 1, together
with the constraints of level n, are usedto compute theseconstraints in the
name spaceof level n + 1.

Retrieve relations de�ne the interrelation betweenthe di�eren t abstrac-
tions. They can be denoted graphically using stereotyped UML dependen-
cies and an additional formal textual description. The speci�cations ob-
tained from the OCL constraints on the abstract level can be transformed
to the concretelevel and are usedto generateproof obligations (in dynamic
logic) that serve to prove the re�ned model to be a correct re�nement.

This technique wassuccessfullyapplied to parts of the JCF. A complete
account of this casestudy can be found in [65].

10.2 Speci�c ation of the JAVA CARD API

As part of the KeY project an OCL speci�cation for the JAVA CARD API
has been developed [54]. The main purposeof this speci�cation is to sup-
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port and aid the veri�cation of JAVA CARD programs. The already existing
speci�cation written in JML (JAVA Modelling Language) has beenused as
a starting point for the development of the OCL speci�cation. All parts
that were possible to specify with OCL are covered by this speci�cation.
Using the KeY system, small parts of the referenceimplementation of the
JAVA CARD API has beenproved correct w.r.t. this speci�cation.

10.3 PAM Authentication with iButton

This application allows a Linux user to authenticate him- or herself to the
system using an iButton 4 or a smart card instead of a password. The ap-
plication consistsof two parts:

1. The PluggableAuthentication Module (PAM) running on the host sys-
tem. The module is realised as a PAM library plug-in and, therefore,
written in C.

2. The JAVA CARD applet SafeApplet , running on the user's JAVA CARD

device.

This time, we consider a genuine JAVA CARD application. The original
JAVA CARD applet [23] has however beenrewritten and cleanedup for this
casestudy. The redesignof the applet was precededby an analysis of the
system requirements, and guided by questionslike:

1. Is the system administrator or the user the owner of the applet PIN
code?

2. What are the di�eren t deployment statesof the applet (how doesits life
cycle look like)?

3. How can it be ensured that the applet is in a \sound" state when an
iButton is ripp ed out of the readerand how can these\soundness"prop-
erties be speci�ed?

The applet life cycle states were captured in a UML state diagrams like
the one in Fig. 11. After setting up the state diagrams, the �rst portions of
code (skeleton code) were generated.

During the development process,the OCL speci�cations of parts of the
applet werecreated,modi�ed, and adjusted with the help of the KeY system.
The main challengeare the \rip-out" properties. The problem of specifying
those boils down to the generalproblem of expressingatomicit y properties.

It turns out that this requiresan extensionof JAVA CARD DL with certain
modal operators. The suggestedmodal operator is named [[�]] (pronounced
\throughout"). The formula [[p]]� meansthat � holds after each atomic step
in program p.

According to the JAVA CARD speci�cation, an atomic step is an update of
a variable or a single object �eld. A sequenceof operations can be bundled

4 \iButtons" are particular JAVA CARD devices embedded in a button shaped
case,seehttp://www.ibutton.com/ .
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Applet Selectable

Applet Personalised Applet Locked

Applet Dead
install applet

Fig. 11 Life cycle states of the SafeApplet

to a single atomic step called a transaction by the programmer. Now, it is
important to be able to state that � doesnot necessarilyhold inside a trans-
action. The main obstacle here is to capture the semantics and properties
of the [[�]] operator in JAVA CARD DL's calculus.

The \throughout" modalit y relates to the generalproblem of specifying
and verifying the behaviour of a program in intermediate steps at a low
atomicit y level and hasbeenwell researched in the areaof concurrencyand
reactivesystems.E.g. [4] presents a �ne-grain semantics for reactivesystems
and shows how an RSDS speci�cation of such a system can be translated
and proved by the SMV model checker. The extension of a dynamic logic
calculusfor abstract while-programswith the throughout operator wasdone
in the paper [19]. The extension of the JAVA CARD DL calculus to handle
transactions is presented in [18]. This extensionhas also beenimplemented
in the KeY prover and is about to be tested with this and other casestudies.
For a full paper on the PAM authentication with iButton casestudy and
the development processused,see[57].

10.4 Analysis of Secure Information Flow

KeY was applied to analysis of secureinformation 
o w [31]: If there is no
information 
o w from con�dential inputs to publicly observable outputs|
either directly or indirectly via e.g. control 
o w|then a program may be
consideredto be secure.Traditionally this is done by static analysesbased
on specialized type systems. Although e�cien t, such approaches need to
approximate complex languageconstructs such as loops, referencetypes,or
exceptions.Veri�cation is not fully automatic, but yields higher precision.
We were able to prove security and insecurity of programs including ad-
vancedfeaturessuch asmethod calls, loops,and object typesfor the target
languageJAVA CARD . In addition, we can expressdeclassi�cation of infor-
mation. Secureinformation 
o w can be characterized by relatively simple
proof obligations so that the degreeof automation is higher than for full
property veri�cation.
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10.5 Formal Languagefor Design Requirements in Automotive Domain

EAST-EEA (EmbeddedElectronic Architecture) is an ITEA project to en-
able electronic integration of automotive platforms through de�nition of an
open architecture. With Volvo Technology AB we work on a UML 2.0-based
formal languagefor designrequirements.

10.6 Computation of Speed Restrictions of Trains

Several hundred trains run at any given time on the network of the German
railway company Deutsche Bahn AG (DB) . Strict complianceby the train
to numerous restrictions such as speed limits, signals and brake distances,
is an absolute safety requirement.

The train driversare handedout a schedulein printed or electronic form
containing the speedrestrictions and other additional information along the
di�eren t way (track) points of a route. These schedulesare computed for
each train-route combination and consistof headersand tables. The headers
contain generalinformation about the route and required technical features
of the trains, for example the required minimal brake power. Track point
dependant information like speed restrictions or signals are listed in the
tables. The 'schedule' approach allows a 
exible respond to the available
technology of concrete trains (e.g. tilting), in contrast to the rather rigid
road tra�c speedrestrictions.

Responsible for the schedulecomputation is the software systemSatzer-
stellung betrieblicher Fahrplanunterlagen (SbF) developed by DBSystems,
which served as starting point for the present study.

DBSystems provided us with a current version of SbF and the product
description in natural language,which described among others the speed
computation algorithm. The program SbF itself is written in Smalltalk
consisting of estimated seven hundred classesfrom which around eighty are
concernedwith the speedand brake power computation. The latter classes
had to be cross-translated into JAVA , which is required by KeY. The aim
is to achieve a veri�ed JAVA program, whose behaviour can be compared
on runtime with the original program. Consequently not the correctnessof
the original program will be proven, but the correctnessof the computed
booktables via the veri�ed referenceimplementation.

The �rst step, was to formalise the product speci�cation in UML/OCL.
The resulting analysis model abstracts away from all details of the con-
crete implementation, for example,modeling the infrastructure asshown in
Fig. 12 required eleven classes,whereasthe actual implementation makes
useof more than twenty �v eclasses.Incrementing the level of detail towards
the actual implementation involvesseveral well organisedre�nement steps,
which are currently worked out using the re�nement technique asdescribed
in [65], seeSect. 10.1.
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Fig. 12 Infrastructure model on the analysis level

As an intermediate result of writing the formal speci�cation we discov-
ered someambiguities and incompletenessof the product speci�cation and
surprisingly alsoruntime ine�ciencies. The veri�cation of SbF is under way.

10.7 A Command Parser for Chemical Analysis Devices

The speci�cation and veri�cation of a command parser used in a seriesof
chemical analysis devicesis done in cooperation with Agilent Technologies
and the Institut f•ur Technik der Informationsverarbeitung of the University
of Karlsruhe.

Agilent producesseveral chemicalanalysisdevicesusedamongothers for
research or medical purposes.The di�eren t product lines share a common
subsetof modules. One of thesemodules is a command parser, which is for
exampleusedto parsesteering commandsof injection pumps.

The aim is to specify the parserin UML/OCL and verify its reimplemen-
tation in JAVA . The veri�ed reimplementation is then automatical translated
to C++ code using the tool GeneralStore.

10.8 Summary

The casestudies discussedhere di�er considerably with respect to the na-
ture of the target programs, but also with respect to their objectives.They
show that the KeY approach is 
exible enough to cope with varying de-
mands. The casestudies, respectively, the intermediate results obtained so
far, demonstrate the viabilit y and usability of the KeY approach.
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11 Curren t State and Future W ork

11.1 Current State

The coreof the KeY tool is �nished. All featuresof JAVA CARD including the
transaction mechanism are supported by the tool and it is, with a few minor
restrictions, already successfullyapplicable.5 The casestudies described in
Sect. 10 prove this. They also show that it is possibleto verify the average
JAVA method (consisting of about 10 to 20 lines of code) within a few min-
utes. Often, the KeY prover can even automatically establish correctnessif
the code doesnot contain loops (in this casethe user has to provide a loop
invariant interactively).

To improve the usability of the KeY tool we have integrated an author-
ing tool for OCL constraints [42]. This tool o�ers assistancein generating
speci�cations and helps to understand OCL constraints by rendering them
automatically in natural language.We believe that the integration of such
a tool helps to overcomereservations against formal methods.

Another important aspect is the support of proof re-use in the KeY
tool [51]. This technique diminishes the amount of work spent with veri-
�cation after a (minor) change of the speci�cation or implementation. We
count this as an essential point sinceone of the prejudicesagainst program
veri�cation is that it is too costly to be ever usable in practice.

Proof re-use makes it feasible to check automatically and periodically
whether the implementation still complies with the properties expressed
in the OCL constraints. The situation is similar to automatic and periodic
runs of unit tests,a provenbest practice in softwaredevelopment. Periodical
checks prevent speci�cations from becomingoutdated, which is a major (and
common) problem when speci�cations are merely available as informal text.

11.2 Future Work

In practice, proof attempts often fail simply becausethe implementation
does not satisfy the speci�cation. In such a situation a tool assisting the
user in identifying and solving errors in the implementation would be very
valuable. A theoretical framework for counter-example generationbasedon
abstract data types is presented in [1]. The usefulnessof this approach has
already been shown in a protot ype which is basedon a model generation
theorem prover [37]. We would like to adapt this tool to our setting and
integrate it into the KeY tool.

One obvious direction for future work includessupport of UML diagram
typesother than classdiagrams, such as state chart or sequencediagrams.

5 The KeY tool can be downloaded at http://download.key- project. org/ .
The version available for download supports all JAVA CARD features except for
class initialisation which is currently implemented.
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This would allow to specify temporal behaviour of programs, which is not
possiblein classdiagrams.

To make software veri�cation scaleup to larger programs, it is neces-
sary to have a module concept that makesit possibleto independently ver-
ify the modules of a program. Modules are well understood for imperative
languagesand are supported by several languages.Unfortunately , object-
oriented languagesincluding JAVA lag somewhat behind. One of our next
research e�orts will be to look for a module concept for JAVA that is com-
patible with the requirements of formal veri�cation.

We are aware that formal veri�cation is only one option among many
formal methods (and perhaps a rather extreme one). Other approaches,
such as abstract interpretation, �rst order model checking, static analysis,
extendedstatic checking, etc., should be integrated into the KeY tool.

Finally, we would like to improve the user interface to the theorem
prover in a fundamental way: recall that one can view veri�cation in KeY
as symbolic program execution. Hence,one may seea single branch in the
proof tree as one program execution with symbolic start values.We intend
to reformulate veri�cation as much as possiblewithin the well-established
paradigm of symbolic sourcecode debugging.We think that a remodelling
of formal veri�cation as \abstract debugging" will not only increaseaccep-
tance of veri�cation, but will result in a massive improvement of e�ciency:
such elements of modern debuggersas break points, watches, spy points,
inspectors, and navigation aides make eminent sensewithin the symbolic
execution paradigm, too. In addition, onecan createviews of formal proofs
that allow the engineerto interact with the prover more easily. For example,
the current state of symbolic program execution (object instances,valuesof
attributes and local variables, object references,method call stack, active
command, etc.) can be extracted from the JAVA CARD DL formulas in an
open proof goal and presented like in a conventional sourcecode debugger.
Such a debuggerbasedon theorem proving goesbeyond current debugging
tools, becausefull �rst-order logic is available as an assertion language.

12 Conclusion

What sets the KeY tool apart from other e�orts in formal software spec-
i�cation and veri�cation is the systematic attempt to conceive a formal
technique as an extension of established, industrial methods of software
development.

Unfortunately , parts of the formal methods communit y in the past have
denouncedpopular industrial software development methods asunscienti�c
and, hence,unworthy of consideration. Such views are basedon a lack of
knowledgeabout industrial software production and the con
ation of \sci-
enti�c" with \formal". In contrast to this, we believe that formal methods
must be tightly integrated with conventional development processesin or-
der to be immediately useful to developers and designers.We seethis as a
prerequisite to be ful�lled before formal methods can possibly catch on.
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The most visible point of the philosophy just sketched is the interface of
the KeY tool, which appearsto be a state-of-the-art, although conventional
CASE tool. Formal speci�cations can be added anytime during designand
development without having to changethe tool or paradigm. Machine assis-
tance in generating formal speci�cation in the form of KeY idioms and pat-
terns help usersto get started. The resulting high degreeof integration with
a commercialCASE tool is whereKeY goesbeyond other recent approaches
that aim at integration of software engineeringwith formal methods [53,30,
67].6

Integration of informal and formal methods is one of the corner stones
of the KeY approach. A secondone is the consequent choice and designof
the formal tools soasto maximise their usability. For example,the program
logic JAVA CARD DL is transparent with respect to the target languageand
supports symbolic executionasa proof paradigm. Weareconvinced that the
pragmatics and usability of formal tools are asimportant astheir soundness
and theoretical adequacy.

We would like to stressthat the integration and scaling-upof our formal
method spawned a considerablenumber of theoretically interesting ques-
tions (resulting in technical papers such as [15,17{19,21,20]). Likewise,for-
malisation of UML and OCL led to clari�cations and extensions[11,6{9].

Finally, weturn to a brief discussionof the most frequently heardcounter
argument against software veri�cation, which can be paraphrasedlike this:
\full functional veri�cation will never be a push button technology; but this
is a sine qua non for formal methods to catch on in industry. Unless you
producesomething like a model checker asusedfor veri�cation of hardware
and system designs,you will never prevail."

We agreethat formal software veri�cation is extremely unlikely to be-
comefully automated, however, this is a red herring, becausethe assessment
above is basedon a (at least) twofold misunderstanding: �rst, the stumbling
block for industrial userswhen applying formal methods is not interactiv-
it y. The problem is that current formal approaches are idiosyncratic and
require special skills. The usability threshold is simply very high. Widely
established methods and tools such as symbolic debuggers,most testing
methods, code reviews,etc., are all far from being automated. They are ac-
cepted,becausethey are useful, integral parts of processes,and they can be
masteredwith reasonablee�ort. Second,so-called\push button" technolo-
gies,notably symbolic model checking, are far from being automated either:
systemrequirements have to be captured formally in a temporal logic, suit-
able abstractions must be discovered,model checkershave to be tweaked to
cope with large problems, etc.

In summary, the real challengefor formal methods in software develop-
ment is to make them useful for as many people as possible.This is what
the KeY project is about.

6 This does, of course, not mean that these projects are redundant: they cover
di�eren t languages,domains, and technologies than KeY.
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